[MpunoxeHwne 2
K 0653aTe/IbHOM UHopMaL
AN15 pa3MeLLeHnst Ha caiTe

NH®OPMAUVNOHHAA NMAMATKA
O1A OBYUHAKOWKNXCA A1 PASMELWEHNA
HA OPVUNATIBHbIX NHTEPHET-PECYPCAX

C KaXabIM rogoM MOJIOAEXN B UHTEPHETe CTAHOBUTLCS 60/bLUE, a LIKO/b-
HUKA OfHW M3 CaMbIX aKTMBHbIX Mosib3oBateneid PyHeta. Mexay Tem, MOMUMO
OrPOMHOI0 KO/IMYeCTBa BO3MOXHOCTEWN, MHTEPHET HeCceT U NpobneMbl. dTa NamsT-
Ka [o/IKHa nomoyb Tebe 6e30MacHO HaxoAUTLCA B CETW.

KoMmnbtoTepHble BUPYChI

KOMMNbIOTEPHBIA BUPYC - 3r0 PasHOBMAHOCTb KOMMbHOTEPHBLIX MPOrpamm,
OT/IMYNTENBbHOM OCOBEHHOCTLIO KOTOPOWA ABNSETCH CMOCOOHOCTL K PA3MHOXEHMIO.
B f0ononHeHne K aTOMy, BUPYCbl MOTYT MOBPEAUTb WM MOMHOCTLIO YHUYTOXMUTD
BCe (hailsibl U AaHHble, NOAKOHTPO/IbHbIE MO/Mb30BATENH0, OT UMEHW KOTOPOro Gblna
3anylleHa 3apakeHHas nporpamma, a Takke MOBPeAUTb WM fake YHUUTOXUTb
OrepauyoHHYH0 CUCTEMY CO BCeMM (haiinamMun B LefIOM. B GOMbLUMHCTBE CllyYaeB
PacrnpoCTpaHATCA BUPYCbl Yepe3 UHTEPHET.

MeToAbl 3almTbl OT BPEAOHOCHBIX NPOrpamMm:

1 Wcnonb3yih COBPeMEHHbIE OMepauMoHHble CUCTEMbI, UMEIOLME Cepbes-
HbI1 YPOBEHb 3alUMTbl OT BPELOHOCHBIX MPOrpaMm;

2. ToCTOSAHHO ycTaHaBNMBai HauTh (UM(POBbLIE 3aniaTku, KOTOpble aBToO-
MaTUYeCKM YCTaHaB/IMBAKOTCA C Lie/blo A0paboTKM nporpaMmbl) U apyrue 06HOB-
NEHNs CBOE onepauuoHHOM cucTeMbl. CkauvBail MX TOMIbKO C O(MLMANIbHOIO
cavTa paspabotumka OC. Ecim cyuwlecTByeT peXxuM aBTOMaTMyeCcKoro 06HOB/e-
HUS, BKOYN €ro;

3. PaboTaii Ha CBOEM KOMIMbIOTEpPE NOA npaBamy Mosib3oBaTens, a He afgMu-
HUCTpaTopa. AT0 He MO3BO/INT GO/bLUMHCTBY BPEAOHOCHLIX MPOrpaMM WUHCTan-
pOBaTbCS Ha TBOEM MEPCOHA/IbHOM KOMMbIOTEPE;

4. cnonb3yi aHTUBMPYCHbIE MPOrpaMMHble MPOAYKTbl M3BECTHBLIX MNPOWU3-
BOAWTENEN, C aBTOMAaTUYECKUM OOHOB/IEHMEM 6a3;

5. OrpaHuyb Qu3NYecKnii 4OCTYN K KOMMbIOTEPY ANS MOCTOPOHHUX /UL,

6. Vicnonb3yil BHELUHWE HOCUTENM WH OopMauun, Takue Kak (hreluka, AUCK
Un haiin M3 MHTEPHETA, TOMIbKO M3 NPOBEPEHHBIX UCTOUYHMKOB;

7. He OTKpbIBail KOMMbIOTEPHbIE (halifibl, MOMyYeHHble M3 HEHALEXXHbIX UC-
TOYHMKOB. [axe Te (haiifibl, KOTOpble Npucnan TBOW 3HAKOMbIR. JTydlle YTOUHWU Y
Hero, OTNpaBA/ X OH Tebe uXx.

Cern WI-FI

Wi-Fi - 370 He B/A nepefayn gaHHbIX, HE TEXHO/IOMMS, a BCEro NLb 6peHs,
mapka. Ewe B 1991 rogy HuaepnaHACKas KOMMaHWA 3apernctpuposasia O6peHf



"WECA", uto 0603Ha4ano cnosocoyeTaHune "Wireless Fidelity”, KoTopbii nepe-
BOAUTCA Kak "6ecrnpoBofHast TOYHOCTb".

10 Hallero BpeMeHu foLuna apyras abbpeBuatypa, KoTopast ABMSETCA TaKon
Xe TexHonorne. IJt1o abbpeBmaTypa "Wi-Fi". Takoe Ha3BaHWe Obl0 AaHO C
HaMeKOM Ha CTaHAapT BbiCLUeN 3BYKOBOW TeXHUKWU Hi-Fi, 4To B nepeBoje 03Haya-
€T "BbICOKas TOYHOCTL".

[a, 6ecnnaTHbIA UHTEPHET-AOCTYN B Kae, OTeNsX M aspornopTax ABASETCA
OT/INYHON BO3MOXHOCTbIO BbIXOAa B MHTEPHET. HO MHOrve 3aKcrepTbl CUMTAHOT,
4To 06LWeaocTynHble Wi-Fi ceTn He ABNAOTCA 6e30MacHbIMM,

CoseTbl Mo 6e30MacHOCTX paboThl B 06LWef0CTYNHbIX ceTax Wi-fi:

1 He nepepaBaii CBOKO IMYHYIO MH(OpMaLuio Yepe3 o6LeaocTynHble Wi-Fi
ceTn. PaboTtast B HUX, XXenaTe/SlbHO He BBOAWTL Maposn AOCTYNa, NOTMHbI U Kakue-
TO HOMepa;

2. Nicnonb3yit 1 06HOBNAN aHTUBMPYCHbIE Mporpammbl U 6paHaMayep. Tem
caMbIM Tbl 06e30MacuLLb Cebs OT 3aKauKu BUPYCa Ha TBOE YCTPOICTBO;

3. Mpy ucnonb3oBaHnn Wi-Fi oTKAUM QyHKUMo "O6LWmIA JocTyn K (haid-
naMm u npuHtepam”. JaHHas (yHKUMSA 3aKpbiTa Mo yMOYaHWO, OfHAKO HEKOTO-
pble MOMb30BaTeNIN aKTUBMPYIOT ee A1a yaobCcTBa MCMOb30BaHUA B paboTe Win
yueoe;

4. He wcnonb3yin nyonuuHblii WI-FL gns nepefayn NIMYHLIX  AaHHBIX,
HanpvMep 419 BbIX0Aa B COLMabHbIE CETU W B 3/IEKTPOHHYIO MOYTY;

5. Micnonb3yi TonbKo 3aluileHHoe coeanHeHne vepes HTTPS, a He HTTP,
T.e. Npn Habope Beb-aapeca BBOAN UMEHHO "https://";

6. B MoOVnbHOM TenethoHe OTKMOUN PyHKUMIO "TlogknodeHne K Wi-Fi aB-
TOMaTU4eckn™. He gonyckak aBTOMaTU4eckoro MoAKNHYeHNs YCTPOMCTBa K ce-
Tam Wi-Fi 6e3 TBOero cornacus.

CoumanbHble ceTu

CoumanbHble CeTU aKTUBHO BXOAAT B Hallly >XWU3Hb, MHOrMe oy paboTtaroT
M XXMBYT TaM MOCTOSHHO, a B Facebook yxxe 3apeructpmpoBaH MuUIInaps YesoBek,
YTO ABNSETCH OAHOMW CeAbMOW BCEX XKWUTeNein nnaHeTbl. MHOrve nonb3oBaTe/n He
MOHVMAKOT, YTO WH(opMauWs, pasmeLleHHad VMU B COLMasIbHbIX CETAX, MOXET
ObITb HalgeHa WU UCMNONb30BaHa KEM YrofHO, B TOM 4ucne He 0643aTeNbHO C 6na-
MM HaMepPeHUAMN.

OCHOBHbIe COBETbI M0 6e30MacHOCTH B COLMa/IbHBIX CETAX:

1 OrpaHn4b CMMCOK [py3eil. Y Tebs B Apy3bsX He AO0/MKHO ObITb Cnyudaid-
HbIX 1 HE3HAKOMbIX NHOAEN;

2. 3awyar CBOK YaCTHYHO XM3Hb. Fie yKa3biBail Maponn, TeneoHbl, agpe-
ca, JaTy TBOEro POXAEHUA W APYTYH0 NNYHYKO MH(OPMaUMIO. 3/10YMbILLNIEHHUKN
MOrYT MCMO0/b30BaTh AaXKe MH(opMaLMo 0 TOM, KakK Tbl M TBOWM POAUTENN MSIaHK-
pyeTe NPOBECTU KaHWKY/IbI;

3. 3awumiain cBoro penyTaumio - JepXu ee B YACTOTe U 3afasaii cebe BO-
Mpoc: XOTen Obl Tbl, YTOObI APYyrne Mosb30BaTeNin BUAENN, YTO Tbl 3arpyXxaeLlb?
Mogymai, npexxae Yem YTO-TO ONy6IMKOBaTb, HaNMcaTb U 3arpy3nTb;



4. ECnv Tbl rOBOPULLb C NIOAbMU, KOTOPbIX He 3Haelllb, He UCMO/b3yil CBOe
peasibHOe MMSA U APYTrYH NIMYHYIO MHOPMaLUnN: UMS, MECTO XXWUTE/bCTBA, MECTO
y4ebbl 1 rnpouee;

5. N3b6erain pasmelleHns dotorpaduii B VIHTEpHeTe, rae Tbl U306paXKeH Ha
MECTHOCTM, MO KOTOPO MOXXHO OMpefe/inTb TBOe MECTOMO/IOXKEHNE,;

6. MNpwn perncTpauun B counanbHON CeT HeoBXOAMMO MCMOMb30BaTh C/OXK-
Hble Napo/n, COCTOsALLME U3 BYKB U LUMP U C KOMMYECTBOM 3HAKOB He MeHee §;

7. Ana coumanbHOM CeTH, NOYTbl W APYruX CaiToB HEOOXOAMMO MCMOJb30-
BaTb pasHble naponu. Torga ecnv Teb6s B3NOMatOT, TO 3/10YMbILLIEHHUKN MofyYart
A0CTYN TOMIbKO K OAHOMY MECTY, a He BO BCe Cpasy.

ONEKTPOHHbLIE EHbLIN

DNEKTPOHHbIE [eHbIM - 3TO 0YeHb YAOOHbIA Cnoco6 naTexen, ofHaKo Cy-
LLLeCTBYHOT MOLLEHHWKMN, KOTOPble XOTAT NOMYUUTb 3TU AEHLI .

ANEKTPOHHbIE AEHLIM MOSABUMIUCL COBCEM HEAAaBHO M UMEHHO M13-3a 3TOT0 BO
MHOIMX rocyfapcTBax 40 CMX Mop He MPOMnMcaHo Mpo HUX B 3aKOHaX.

B Poccum »xe OHM (DYHKLUMOHUPYHOT N O HUX YXKe MPOMucaHo B 3aKOHe, rae
MX pas3fenstoT Ha HeCKONbKO BWAOB - aHOHUMHbIE M He aHOHVMHble. PasHuLa B
TOM, YTO @HOHVMHbIE - 3TO Te, B KOTOPbIX pa3peLlaeTcs npoBOAWTL onepaummn 6e3
MAEHTUMKALMX NONb30BaTeNs, a B HEaHOHUMHbIX MAEHTUUKaLMS MOoNb30BaTeNs
ABNAETCS 0653aTe/IbHON.

Takke cnefyeTt pasnMyath 3MEKTPOHHbIE PUaTHbIE AeHbIM (paBHbI rocynap-
CTBEHHbIM Ba/IlOTaM) W 3MIEKTPOHHbIE He(maTHble AeHbrM (He paBHbI rocypap-
CTBEHHbIM Ba/ltoTam).

OCHOBHble COBeTbI M0 6e30MacHoi paboTe C 3NEKTPOHHLIMW AeHbramu:

1 MpuBsSXN K CUETY MOOWNbHBIA TeneoH. 3TO caMblii YAOOHbIA W ObICT-
PbliA CNOCO6 BOCCTaHOBUTbL JOCTYM K cYeTy. MpuBA3aHHbIA Tened)oH NOMOXKET, ec-
M 3a0yfellb CBOW MMATEXHbIA Maponb WM 3aifellb Ha CalT C HEe3HaKOMOro
YCTPOIACTBA,;

2. icnonb3yii ogHopasosble naponun. Mocne nepexoja Ha YyCUNEHHYHO aBTO-
pu3aumio Tebe yrke He ByaeT yrpoXarb ONacHOCTb KPaXKM WK Mepexsara nnarTex-
HOro Napons;

3. Bbibepn cnoxHbliin naponb. lNMpecTynHMKkam OyaeT He MNPOCTO yragaTb
C/IOXHbIA Naposib. HageXxHble naponu - 3To Naposnv, KOTopble COAepXKaT He MeHee
8 3HaKOB M BKNHOYAIOT B Ce6S CTPOUHbIE 1 MPOMNUCHbIE OYKBbLI, UMDPbI 1 HECKO/Ib-
KO CMMBOMIOB, Takue Kak 3HaK Aonnapa, (PyHTa, BOCKIMLATENbHbIA 3HAK w T.M.
Hanpumep, StROng!;;

4. He BBOAW CBOW /INYHbIE aHHbIE Ha CaiiTax, KOTOPbIM He [OBepseLLb.

DNEKTPOHHasA nouTa

ANEKTPOHHasA MoYTa - 3TO TEXHONOrMA W MpPefoCTaB/sAeMble et YCyru o
MEPECHLINIKE U NOMYYEHUIO 3/IEKTPOHHbIX COOBOLLEHWIA, KOTOPbIE pacnpeaenstoTcs B
KOMMNbIOTEPHON CETU. OBObIYHO 3/MEKTPOHHBIA MOYTOBBIA AWMK BbIMSAUT Chefy-
oM 06pa3oM: UMs_Nonb3oBaTend@ums_aoMeHa. Takke Kpome nepegayn npo-
CTOro TeKCTa, MMEeeTCss BO3MOXHOCTL MepeaaBaTh (hasbl.

OCHOBHble COBEeTbI HO 6e30MacHo paboTe C 3NIEKTPOHHOI MOYTOMN:



1 Hago BblGpaTb NpaBUIbHBLIA MOYTOBbIA CEPBUC. B WHTEpHETe ecTb
OrPOMHbIN BbIOOP 6ecnnaTHbIX MOYTOBLIX CEPBUCOB, O4HAKO yYlle J0BEepPSATb TEM,
KOro 3Haelllb 1 KTO NePBbIA B PENTUHTE;

2. He yKasbIBail B IMYHOM MOYTE IMYHYHO MHGOpMaumo. Hanpumep, nyuiue
BblIOpaTh "My3blKasbHbIA_(haHaT@" min Mpok2013" BmecTo "Tema 13"

3. Vcnonb3yin [ByxaTanHyk aBTopu3auuio. JAT0 Korga MOMUMO Mapons
HY)KHO BBOAMTb KOA, NpUCbINaemblii o SMS;

4. Bblbepun CNOXKHbIA Naposb. 15 KaKAoro novtoBoro filMKa A0/MKeH ObITb
CBOW HafeXHbli, YCTOMUMBLIA K B3/IOMY Napofb;

5. Ecnm ecTb BO3MOXHOCTb HarnmucaTb CamOMYy CBOW fIMYHbIA BOMPOC, WUC-
NO/Mb3Yi 3Ty BO3MOXKHOCTb;

6. cnonb3yil HECKONbKO MOYTOBbLIX SALUMKOB. [MepBblid A1 YaCTHOW nepe-
MUCKM C afpecatamu, KOTOPbIM Tbl A0Bepsellb. 3TO 3MeKTPOHHbIA afpec He Hafo
MCNOMb30BaThb MPU perncTpaummn Ha opymax u cantax;

7. He oTKpbiBain (haitfibl 1 Apyrve BAOXEHUS B NMUCbMax, AaXe eCln OHU
MPULWAM OT TBOUX Apy3eil. Jlyuylle YTOUHW Y HUX, OTMPaBASAAN SN OHU Tebe 3Tu
(haiinbl;

8. Tllocne oOKOHYaHMSi PaboTbl Ha MOYTOBOM CepBUCE Mepes 3aKpbITUEeM
BK/1a[IKM C CaiTOM He 3abyab HakaTb Ha "BbINTK",

KnbepbynimHr nnm BupTyabHOE U3AeBaTe/IbCTBO

KnbepbynnuHr - npecnegoBaHne COOBLLEHUSAMK, COAepXKalLMMK OCKopbe-
HWS, arpeccuto, 3anyrvBaHue; XyIuraHcTBo; coumasibHoe GOMKOTMpOBaHMe C Mo-
MOLLbH0 Pa3/IMYHbIX MHTEPHET-CEPBUCOB.

OCHOBHbIe COBETbI M0 6opbbe ¢ KNBepOYNIMHIOM:

1 He 6pocarica B 60i. JTy4ylumidi cnoco6: nocoBETOBATLCS KaK Cebsi BECTU W,
€C/IM HET TOro, K KOMy MOXHO 006paTuTbCsi, TO BHayasie YCMOKOUTbLCA. Ecnm Tbl
HayHelb OTBeYaTb OCKOPO/EHVWAMU Ha OCKOPO/eHWs, TO TOMbKO elle 60osibLue
Pa3oXOKeLlb KOHMINKT;

2. YnpaBnsil CBoer KnbeppenyTaumen;

3. AHOHUMHOCTb B CeTM MHUMasA. CyLLeCTBYHOT CrocobObl BbIACHUTb, KTO

CTOUT 3a aHOHUMHbIM aKKayHTOM,
4. He CTOWUT BecTW XYNWUraHCcKuii o6Gpa3 BUPTYanbHON XU3HW. WHTepHeT

(hMKcupyeT BCe TBOWM [EWCTBUA W COXpaHseT UX. Y[amTb UX OyfeT KpanHe 3a-
TPYAHUTENLHO;

5. Cobntoaain CBOK BUPTYaSlbHYH YeCTb CMO/OAY;

6. VIrHopupyi eMHNYHbIN HeraTne. OHOPa30Bble OCKOPOUTENIbHbIE CO06-
WeHNa Nydwe urHopuposatb. OB6bIYHO arpeccus NpekpawiaeTca Ha HavasibHOM
cTaguu;

7. BaH arpeccopa. B nporpammax obmeHa MrHOBEHHbIMW COOOLLEHMSAMN, B
COUManbHbIX CEeTAX eCTb BO3MOXHOCTbL G/I0KUPOBKMN OTMPaBKN COOBLLEHWNIA C orpe-
[eNeHHbIX afpecos;

8. Ecm Tbl cBUgeTeNb KnbepbynnmHra. TBoW AeNACTBUS: BbICTYNUTL MPOTUB
npecnefoBaress, Nnokasarb eMy, 4YTo ero [eiNCcTBMA OLEHMBAKOTCA HeraTvBHO, NOA-
[epKaTb XepTBY, KOTOPOM Hy>XHa MCUX0M0rnyeckas MomMoLlb, COO6LWMUTL B3POC-
NbIM O (paKTe arpecCUBHOr0 MOBeLEHUS B CETMW.



Mo6unbHbIN TenegoH

CoBpeMeHHble CMapTgOHbI 1 MaHLWETbI cofepkaT B cebe BMOHe B3POC/blin
(PYHKLMOHa/, U Ternepb OHU MOTYT KOHKYPWPOBATb CO CTaLMOHaPHLIMU KOMMbO-
Tepamu. OfHaKO, CPeACTB 3aluTbl And MOAO6HbIX YCTPOWCTB MOKa OYeHb Masio.
TecTupoBaHMe U MOWCK YA3BUMOCTEN B HUX NMPOUCXOAUT He TaK MHTEHCUBHO, Kak
ans MK, To e camoe KacaeTcs Y MOOUNbHBIX MPUNOXEHWIA.

CoBpemeHHble MOOU/IbHbIE Bpay3epbl YXKe MPaKTUYeCKU AOrHasv HacTo/lb-
Hble aHanoryn, OAHaKo paclMpeHne (YHKUMOHaNa BeYeT 3a CO60M 6OMbLLYHO
C/IOXKHOCTb M MEHbLUYHO 3aLlULLEHHOCTb.

[aneko He BCe MNPOM3BOAMTENM BbIMYCKatOT OOHOB/IEHWA, 3aKpblBatoLLme
KPUTUYECKME YA3BUMOCTM 151 CBOMX YCTPOMCTB.

OCHOBHble COBETbI /14 6e30MacHOCTU MOOWNBLHOrO TeseoHa:

Huuyero He ABNseTcA Mo-HacTosiemMy 6ecnnatHbIM. Byab OCTOPOXeH, Befb
Korga Tebe npefnaratoT 6eCniaTHLIN KOHTEHT, B HEM MOTYT ObITb CKPbITbI KaKue-
TO MaTHble YCNyru;

[ymaid, npexae yem otnpaBuTb SMS, GoTo unn B1Aeo. Tbl TOUHO 3HAELLIb,
rae oHv OyfyT B KOHEYHOM utore?

HeobxoamMmo 06HOB/ATL OMepaLyoHHY0 CUCTEMY TBOErO CMapT(OHa;

cnonb3yi aHTUBMPYCHbIe NPOrpaMMbl 4ns MOGWbHBIX TeNeqOHOB;

He 3arpy>kail NpunoXeHUs OT HEM3BECTHOIO WCTOYHWMKA, Befb OHW MOryT
coAepXxaTb BpeJOHOCHOe NporpaMMHoe 0becreyeHue;

Mocne TOro Kak Tbl BblAAELb C CalTa, rAe BBOAW MYHYIO MH(OpMaLmto,
3aiin B HacTPOIKM Gpay3epa v yaann cookies;

[Mepvoanyeckn NPOBEPSiA, Kakue MniaTHble YCNyrn akTMBMPOBaHbl Ha TBOEM
HOMepe;

[aBail cBOM HOMEpP MOOWMBLHOrO Tene)oHa TOMbKO /OASM, KOTOPbLIX Tl
3HaeLlb 1 KOMY [0BepseLLb;

Bluetooth gomkeH 6bITb BbIKMOYEH, KOrda Tbl UM He Mo/b3yelubes. He 3a-
OblBali MHOr4a NPOBEPATL 3TO.

Online urpobl

CoBpeMeHHble OHMaH-UrPbl - 3TO KPaco4Hble, 3axBaTblBalOLLME pa3B/ieve-
HUA, 00bEAMHSAIOLIME COTHM ThbICAY YenoBeK Mo BCeMy Mupy. Urpoku uccnegyrot
[aHHbIA UM MUMp, 06LWAOTCA APYr C APYrOM, BbIMOMHAIOT 3aaHns, CPaXkatoTCs C
MOHCTpamy 1 MoyyaroT OMbIT. 3a YAOBO/LCTBME OHW MAaTAT: MOKYnatT AWCK,
onnaynBatoT abOHEMEHT UM NPUOBpPeTatoT Kakue-To Onuun.

Bce 3t cpeacTBa mayT Ha MOAAEPXKaHWE 1 PasBUTME UIPbl, a TaKKe Ha camy
6e30MacHOCTb: COBEPLLEHCTBYHOTCA CUCTEMbI aBTOPU3aLMK, BbIMYCKAKOTCA HOBblE
natuy (LMpoBbIe 3anaTky 419 NPorpaMm), 3aKpbIBatOTCA YA3BUMOCTU CEpPBEPOB.

B nogo6HbIX urpax CTOUT oOnacaTbCs He CTOMbKO CBOMX COMEPHUKOB,
CKO/MIbKO KpaXXu TBOEro napons, Ha KOTOPOM OCHOBaHa CUCTEMa aBTopu3auuu
60/IbLUNMHCTBA Urp.

OCHOBHbIe COBETbI M0 6€30MacHOCTI TBOEI0 UIPOBOM0 akKayHTa:

1 Ecnv gpyroin urpok Befet cebs Maoxo Wm co3paeT Tebe HeNnpUATHOCTH,
3a0/10KMPYI €ro B CrMCKe UrPOKOB;



2. Moxanyics agMMHUCTPaTOpamM Urpbl Ha MNI0X0e NOBeLeHVe 3TOro Mrpo-
Ka, XenaTe/lbHO NMPUIOXKNTL Kakune-TO foKa3aTe/IbCTBa B BUAE CKPUHOB;

3. He ykasbIBail NIMYHYO MHOPMaLMIO B Npodaiinie Urpbl;

4. YBaXail Apyrux y4acTHUKOB MO Urpe;

5. He ycTaHaBnmBain HeouumanbHble Natyum 1 Mogpl;

6. icnonb3yii CnoxHble ¥ pasHble Naponu;

7. Oaxe BO Bpemsa Urpbl HE CTOMT OTK/IKOYaTb aHTUBMPYC. [oKa Tbl Urpa-
eLlb, TBOM KOMMbKOTEP MOTrYT 3apasuTb.

@PULLNHT X KpadKa NINYHbBIX JaHHbIX

O6bI4YHOW KpaXkel feHer U LOKYMEHTOB CErofHs Y)XKe HMKOro He YAMBULLb,
HO C pa3BUTUEM WHTEPHET-TEXHOMNOIMIA 3/10YMbILLIEHHUKN NEePemMecTUINCL B UH-
TEPHET, 1 NPOAO/MKAIOT 3aHNUMaTLCA "'NMHOOUMbIM™ Ae/10M.

ak nosiBuiacb HOBasi yrposa: WHTEPHET-MOLUEHHWYeCcTBa WM (OULLINHT,
rnaBHas Lieslb KOTOPOro COCTOUT B MOMYYEHUN KOH(PUAEHLMAbHBLIX AaHHbIX MO/lb-
30BaTesiel - NIOrMHOB W naponeit. Ha aHrnvMinckom sisbike phishing umtaeTcs Kak
(omwmHr (ot fishing - pblibHast noens, password - nNaposib).

OCHOBHble COBETbI M0 60pbbe C PULLMHIOM:

1 Cnegn 3a CBOMM aKKayHTOM. ECnu Tbl Mofo3peBaellb, YTO TBOA aHKETa
Oblna B3/IOMaHa, T0O HeobxoAMMO 3ab6/10KMPOBaTb €e M COOOLWWTL aaMUHUCTPATO-
paM pecypca 06 3TOM KakK MOXHO CKOpee;

2. icnonb3yin 6e3onacHble Be6-CainTbl, B TOM YMC/e, UHTEPHET-MarasvHoB U
MOUCKOBBIX CUCTEM;

3. Wcnonb3yih cnoXHble U pasHble naponu. Takum 06pa3oMm, ecnm Tebs
B3/10Mat0T, TO 3/I0YMbILLIEHHUKW MOMlyyaT AOCTYN TONbKO K OAHOMY TBOEMYy Mpo-
(1N B CETU, @ HE KO BCEM;

4, Ecnv Tebs B3nOMann, TO HEOOXOAUMO MpefynpeauTb BCeEX CBOMX 3HAKO-
MbIX, KOTOpble f06aB/ieHbl Y Tebs B ApYy3bsiX, O TOM, 4YTO Tebs B3/IOMasM W, BO3-
MOXXHO, OT TBOEro WUMeHW OyfeT paccblnatbCs Cram W CCbIIKA Ha (OULLMHIOBbIE
CalTbl;

5. YcTtaHoBW HagexHbIn naponb (PIN) Ha MOOWbHbLINA TenedoH;

6. OTKNIOUM coxpaHeHWe napons B bpaysepe;

7. He oTKpbiBail haiinbl U Apyrve BAOXKEHUA B NUCbMaXx, AaXXe eCcnu OHU
NpUWAN OT TBOMX ApYy3ei. Jlydlle YTOYHW Yy HUX, OTMPaBasAAM /I OHW Tebe 3Tu
(harinbl.

Lindposas penyTtaums

Lingpposas penyTauyms - 3TO HeratvMBHas WM MO3UTMBHAA MH(opMauns B
cet 0 Tebe. KomnpomeTumpyrowas nHpopmaums, pasMelleHHas B MHTEPHETe, MO-
XXET Cepbe3HbIM 00pa3oM OTPasnUTbCA Ha TBOE peasibHOW »XM3HW. "LldpoBast pe-
nyTaups™ - 3T0 TBOM UMUK, KOTOPbIA hopmmpyeTcs U3 MHGopmaumm o Tebe B
NHTEpHeTe.

TBOE MECTO XXUTeNbCTBAa, Y4ebbl, TBOE (PMHAHCOBOE MOJIOXKEHUE, 0COBEHHO-
CTU XapakTepa 1 pacckasbl 0 6/IM3KNX - BCE 3TO HaKar/MBaeTCcs B CETW.

MHorve noApoCTKN NErkKOMbIC/IEHHO OTHOCATCA K MyO6AMKauum TMYHON WH-
(hopmaumm B MIHTEpPHETE, He MOHMMas BO3MOXHbIX MOCNeACTBUA. Tbl AaXe He



CMOXeLUb Aoragarbcs 0 TOM, 4YTO hoTtorpadms, pasmeLleHHas 5 neT Hasag, cTtana
NPUYNHOM OTKasa NpPUHATL Tebs Ha paboTy.

KommeHTapum, pasmelleHne TBOUX (hoTorpaduin u apyrue gercTsnsa MoryT
He MCYe3HYTb [aXe Moc/ie TOro, Kak Tbl MX YAa/UWb. Tbl He 3Haellb, KTO COXpa-
HUN 3TY MH(OPMaLMIO, Monana /I OHa B MOUCKOBbIE CUCTEMbI U COXpPaHWUIach in
OHa, a rnaBHoe: 4YTO MOAYMaloT 0 Tebe OKpyXKatoLive NAW, KOTopble HalgyT u
YBUAAT 3T0. Haitn MHMopMaLMo MHOMO fIET CNyCTA CMOXET /IH060M - Kak 13 [06-
PbIX MOOYXXAEHWI, TaK U C HaMepeHWeM MPUYMHUTL Bped. 3TO MOXKET OblTb KTO
YroAHo.

OCHOBHble COBETbI M0 3ayTe LM(POBOIA penyTaumn:

1 Moaymaii, Npexae Yem 4TO-TO Ny6/1MKOBATL U nepeaasath Yy cebst B 6ore
WM B COLMANTIbHOM CETU;

2. B HacTpoiikax npouis yCTaHOBM OrpaHU4YeHWs Ha MPOCMOTP TBOEro
NPonAA 1 ero COAePXMMOro, caenait ero ToNbKo "ans apysen'™;

3. He pa3melain 1 He ykasbiBail MHOPMaLMIO, KOTOpas MOXET KOro-nvMo6o
OCKOpPO6NATb M 06MXKaTb.

ABTOpCKOe Nnpaso

CoBpeMeHHble LUKO/IbHUKN - aKTMBHblE M0Nb30BaTeNIM  LMGPOBOro mnpo-
cTpaHcTBa. OAHaKO [a/leKo He BCe 3Hat0T, YTO MO/Ib30BaHNE MHOMMMU BO3MOXXHO-
CTAMU LM(POBOro Mupa TpebyeT COOMOAEHNS MpaB Ha WHTENNEKTYa/lbHYH CO6-
CTBEHHOCTDb.

TepMUH "MHTENNeKTya/lbHasi COBCTBEHHOCTL" OTHOCUTCA K Pa3/INyHbIM TBO-
PEHNAM YeNI0BEYECKOro yma, HauuMHasi C HOBbIX W300pPETEHWUIA N 3HAKOB, 0003Ha-
YaroLMX COBCTBEHHOCTb Ha MPOAYKTbI M YCIYru, N 3aKaH4MBas KHUramu, ¢oto-
rpauamm, KMHOQUIbMaMn U My3blKaslbHbIMU MPON3BEAEHUAMU.

ABTOpCKME MpaBa - 3TO MpaBa Ha WHTENEKTYyaslbHY0 COOCTBEHHOCTb Ha
MPOM3BeAEHNS HayKW, NATepaTypbl U UCKyccTBa. ABTOPCKME NpaBa BbICTYyNatoT B
KayecTBe rapaHTWmM TOro, YTO UHIeNNeKTya/bHbI/TBOPYECKUIA TPYA aBTopa He Oy-
[eT HanpacHbIM, acT eMy CrpaBej/iMBble BO3MOXHOCTM 3apaboTaTb Ha pesynbTa-
Tax CBOEro Tpyfa, Nony4nTb M3BECTHOCTb W MpU3HaHWe. HWKTO 6e3 paspeLueHns
aBToOpa He MOXET BOCMPOM3BOAUTL €ro Nnpou3BefeHne, PacrnpocTpaHsTb, ny6nmy-
HO JEeMOHCTPMpPOBaThb, NpodaBaTb, MMNOPTUPOBATb, NycKaTb B NpoKaT, Ny6/NYHO
MCNOMHATL, NOKa3bIBATL/MCMOMHATL B ampe vn pasmeLyatb B VIHTepHeTe.

Kcnonb3oBaHve "nmMpaTckoro” mporpaMMHOro obecreyvyeHnss MOXKET npuBe-
CTM K MHOTVMM PWUCKaMm: OT MOTEPU AaHHbIX K TBOMM akKayHTaM [0 O/I0KMPOBKM
TBOEro YCTPOWCTBa, e YCTaHOB/EHa HesnerasibHas nporpammMa. He CTouUT Takxke
3abblBaTb, 4TO CYLUECTBYIOT fleralbHble W GecniaTHble nporpaMmbl, KOTOpPble
MOXXHO HaWTn B CETW.

O nopTane

CereBMYOK.pg - TBOW NaBHbIN COBETUMK B CETU. 3AeCb Tbl MOXKELLb Y3HaTb
0 6e30MacHOCTN B CETM MOHATHLIM M AOCTYMHbLIM S3bIKOM, & MPY BO3HUKHOBEHUM
KPUTUYECKOW CUTyaumn 00paTUTbCH 3a COBETOM. A TaKXe MNPUHATb yyacTue B
KOHKypCax M CTaTb CaMbIM LMMPOBLIM rpaxxgaHnHOM!



